
 

 

 

 

 

 

 

 

 

 

 

DATA PROTECTION POLICIES 
 

 

DATA PROTECTION POLICY 
(For clarification, contact the Data Protection Officer) 
 
The Topsham School supports the Data Protection Act 1998 which covers confidential 
information held electronically and in manual files, such as paper, microfiche and closed 
circuit television tapes.  We are committed to the Act’s policy of maintaining the 
confidentiality of personal information held on our systems.  We expect all employees, 
elected members and people acting on behalf of the School to comply with the Act.  This 
means personal information that identifies living individuals must be: 
 

a Processed fairly and lawfully 
When they provide information, individuals must be told clearly who they are giving it to, 
what it will be used for and to whom it may be disclosed.  If you are processing personal 
information, you must act within the legal powers of the School and ensure that certain 
conditions are met to hold information, for example with the individual’s consent or to comply 
with a legal requirement.  Where there is a duty of confidentiality to an individual, this must 
be respected at all times, particularly for patient-identifiable information provided by health 
care providers and organisations. 
 

b Processed for specified, limited purposes and not incompatible with them 
You must take care not to use or disclose information for any unrelated purposes.  All 
information held must be notified to the Information Commissioner in the Data Protection 
Policy Section. 
 

c Adequate, relevant and not excessive 
The School will hold the minimum personal information necessary to enable us to carry out 
our duties and services. 
 

d Accurate and kept up to date 
You must make every effort to ensure that, where possible, information is verified for 
accuracy, up to date and that inaccuracies are corrected without unnecessary delay. 
 

e Held for no longer than necessary 
Information must be erased or made anonymous once the need to hold it has passed. 
 

f Processed in line with the individual’s rights 
The School will provide to any individual who requests it in writing, a reply about whether or 
not information is held about him/her.  If it is, the School must provide, within 40 days: 

 A description, and copy or sight or information held, in clear language 

 Details about the purpose(s) for which it is processed 

 Details about who the information was obtained from or may be disclosed to 
 
Other rights must be met, including: 
 

 Giving an individual the chance to opt out of being send direct marketing material 

 



 Letting an individual know of the logic involved if a decision has been taken about 
him/her 

 Taking appropriate technical and organisational measures against unauthorised or 
unlawful processing of personal information and against accidental loss, destruction 
or damage to it. 

 
The School’s security policies must be complied with at all times.  If you manage staff, you 
must make sure they are aware of their responsibilities for taking the appropriate steps to 
protect personal information.  It is a criminal offence under the Computer Misuse Act to try to 
get unauthorised access to information or systems. You must not: 
 

 Try to hack into or gain unauthorised access to a computer or system 

 Use hacking skills to commit other crimes 

 Alter data or change any software without authority or with malevolent intent – 
including writing or intentionally introducing viruses or malicious programs 

 
The School regards altering, misusing or tampering with hardware or software as malicious 
damage to be dealt with either under the provisions or the Computer Misuse Act or other 
applicable English law. 
 

g Not transferred to countries without adequate protection 
Information may be disclosed to countries outside the European Economic area, under 
certain circumstances, such as with the consent of the individual, or if it is required by law or 
a contractual arrangement exists.  This means you must get consent from individuals for 
their information (or images) to be published on the Internet, or sent outside Europe, for 
example by email. 
 
The requirement to comply with the Data Protection Act must be included in all contractual 
arrangements where personal information is shared or disclosed to individuals or 
organisations acting on the School’s behalf. Written instructions must be given to the service 
provider on how the information may be used and disclosed.  The service provider must be 
asked to provide sufficient guarantees about security measures taken and the School has a 
responsibility to satisfy itself that appropriate security measures for protection of personal 
information are in place. 
 
Where the School acts as a bureau providing services to process personal information for 
other organisations, it must only act in accordance with a written contractual agreement and 
the organisation’s written instructions.  The School must provide sufficient guarantees about 
security measures taken and steps must be taken to comply with them. 
 

Disclosure of employee contact details to external organisations or individuals 

 
The School’s internal employee contact information and telephone directory systems are 
available to all employees or agents acting on its behalf and service providers such as 
computer maintenance companies.  Information is also disclosed from these contact 
systems by employees eg, the main switchboard, to enquirers who wish to contact members 
of staff, and this is allowed as a reasonable use of the information.  However, requests have 
been received from external organisations and individuals for lists of all employees’ contact 
information or email addresses, or on-line access to contact systems.  It is recognised that 
not all employees have been made aware of this, neither would they have the legitimate 
expectation that their information may be disclosed in the way to external organisations.  
Therefore, they should be given the opportunity to consent to their information being 
disclosed in this way, in compliance with the Data Protection Act. 
 
Employee contact information such as name, email address, work address, telephone 
number, fax number and other relevant contact information may be disclosed to external 
non-Devon County Council organisations as follows: 
 

 With prior written consent of relevant employees.  Only those employees whom the 
other organisations might reasonably require to contact should have their contact 



information disclosed.  It is the responsibility or Directorate IT Liaison Officers to 
obtain this consent and ensure that recipients are informed of any updates to the 
information. 

 Disclosures must be limited to those organisations with whom the Council is already 
in partnership, as described in the Devon Partnership Information Exchange Protocol 
for Crime and Disorder: Devon and Cornwall Constabulary, Devon Fire and Rescue 
Service, Devon Probation Service, North and East Devon Health Authority, South and 
West Devon Health Authority, East Devon District Council, Exeter City Council, Mid-
Devon District Council, North Devon District Council, South Hams District Council, 
Plymouth City Council, Teignbridge District Council, Torbay Council, Torridge District 
Council, West Devon Borough Council. 

 
It is anticipated that Councils, Probation Service and Health Authorities in Cornwall will be 
added to this list at a later date, and this is yet to be agreed. 
 

 Information should be provided on the understanding that it will be used for contact 
purposes only and will not be used or disclosed to other organisations or individuals 
for other secondary purposes, such as direct marketing.  A form of agreement should 
be drawn up to this effect. 
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